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THE FUNDAMENTAL ISSUE

The Free Software Foundation currently runs the Free Software Directory and holds 

weekly IRC meetings to try to maintain high quality standards compared to the 

amount of volunteers involved.

The Free Software Directory is based on a complex system for creating dynamic 

content that can be modified, the "MediaWiki" modular software. This system, 

benefiting from the optional user access and at the same time drowned by a steep 

learning step, has allowed to classify in a formal but slow way a vast amount of FOSS 

(Free and Open Source Software, from here on - to be more precise  - Free 

Software).

With the increase in the amount of software cataloged by administrators and by 

users passing through, the Free Software Directory has acquired an ever-increasing 

volume of pages, with the consequence of needing a greater amount of staff and 

hardware resources, phenomena that required the acquisition of increasingly 

specialized volunteers and workers.

We can assume with some confidence that, similar to what happened with 

Wikipedia, this trend is destined to continue, with the logical consequence that the 

number of volunteers must also increase. However, unlike Wikipedia, the Free 

Software Directory contains dynamic pages with two unique features:

• They always contain sensitive data;

• They become public only after administrative approval1.

The sensitive data referred to consist of links to download pages, links to developers' 

private websites, email addresses, screenshots sent by users and so on. While not 

private, this information is sensitive, because its modification in bad faith can 

compromise the security of the entire Free Software community. For example, let's 

just change a letter to an email address, substituting a letter "a" with a letter "o": the 

attacker could, with the minimum effort, exploit this change to replace a developer. 

1 This feature uses a dedicated MediaWiki module[MWAR].
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This change, although (hopefully) short-lived, can lead to serious damage: we 

assume that the user trusts the new email address and send a security patch to the 

attacker instead of the developer/maintainer: who receives the patch would get 

substantially access to a 0-day vulnerability, while those who reported it would think 

that it was resolved.

Needless to say, the problem is even more serious with web addresses, because 

those who browse the directory are already strongly inclined to download and try 

new software. The DAC (Discretionary Access Control) and the separation of 

privileges are now useless, both on GNU / Linux and on Microsoft Windows, 

precisely because the user believes he is browsing in a secure environment and will 

probably run the installer or makefile downloaded, of course with root privileges to 

install the applicative bundles in the correct directories of the filesystem hierarchy.

I specify that this eventuality is not remote and that there is already a possibility that 

this has happened, possibility that increases with the increase in the number of Free 

Software accepted.

We can state that given a sufficient number of changes to directory entries and an 

indeterminate number of more or less competent administrators, it will always be 

possible to compromise the FSD in this way.

Faced with this type of possibility and the increasing workload, administrators will be 

increasingly reluctant to accept changes from users and legitimate changes may 

even be rejected.

The good news is that, even if the Free Software Directory will never offer the same 

security as a specialized store, there is a complex but effective solution to mitigate 

the likelihood of such a change being made and at the same time increase the 

number of frequent users and make it easier to select new volunteers for the 

cataloging of Free Software.
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TOWARDS THE REPUTATIONAL SYSTEM

THE BUREAUCRATS AND THE ADMINISTRATORS

After having long looked at the operation of the directory, I realized that the true 

administrators of the Free Software Directory hold the role of bureaucrats and have 

a privilege of access such as to be able to administer and ban all accounts, as well as 

manage meetings on IRC. A curious consequence of the separation of privileges that 

has been created over time is that the bureaucrats are administrators, but the 

opposite is not true; another consequence is that before becoming a bureaucrat, the 

user must become at least an administrator.

In spite of what users might think, the increase in the number of administrators is 

not directly correlated neither with the increase in security nor with the reduction of 

the load for each of them. On the contrary, the probability of human errors (like 

approving an edit that should not be approved) increases with the increase of the 

number of administrators and it is good that their number is neither too low nor too 

high, instead seeking a natural balance deriving from the actual need of such figures.

The only way to approve a decision having low probability of creating problems in 

the long term is given by having a confirmation from a third person or a plebiscite. If, 

for simplicity, we assume that all the votes have the same value and require the 

same in-depth analysis, it immediately becomes clear that the decision cost 

increases with the increase of the persons involved in the decision while the 

reliability of this decision is directly proportional to the number of approvals.

Banally, a user should be appointed administrator only if the decision-making 

workload resulting from his addition is at least counterbalanced by his actual 

competences. It is obvious that the evaluation of these competences must 

necessarily be ascertained by someone with equal or superior competences, which, 

however, is not necessarily a bureaucrat (since the skills become slowly obsolete 

over time and with the progress of the technology used by the directory). The 

simplest deduction is that the approval of a new member of the administrative 

section of the directory, to be impartial and to guarantee the competence of the 
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approved individual, must be always carried out by more than one individual who 

has at least already been appointed administrator after contributing to the Free 

Software Directory for a long time.

SELF-APPROVED USERS

In the Free Software Directory there is a third group of users with privileges superior 

to simple registered users but without administrative privileges in the strict sense. 

These users are users in the auto-approval group, who can edit a subset of dynamic 

pages without having to undergo the explicit approval process before they become 

public. Substantially these users are self-approved and therefore enjoy the abstract 

privilege of "implicit approval" on each change made, which immediately becomes 

public. It is clear that this ability to bypass one of the most important security 

controls involves a level of responsibility equal to that of an administrator without 

however implying the same duties.

This abstract privilege, therefore, should be granted very sparingly because it is easy 

for the user to abuse it, being, among other things, that his changes are almost 

indistinguishable from those explicitly approved. I believe that the permission to 

bypass a security measure in this way should be granted only to those who have 

been bureaucrats or at least administrators and still enjoy a high degree of respect 

from the community.

THE PRINCIPLE OF MINIMUM PRIVILEGE

While it may seem bizarre, the only sure way to assign an access privilege within 

complex software like MediaWiki is to be inspired by the way that the wisest system 

administrators assign privileges to each user. The GNU/Linux administrators, in fact, 

tend to grant as few privileges as possible to each user of the system, so that the 

new account can not be used to damage the system or cause a local or remote DoS. 

For example, a secretary has no reason to use the webcam or install new software, 

but needs to use the printer and therefore needs to be in a system group that allows 

access to that particular class of peripherals.

A user can be a member of more than one group but this can seriously compromise 
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the security of the system: by imagining the groups as fixed and distinct sets of 

privileges and providing the same representation for users (ie. sets of required 

privileges), we realize that when the number of groups grows much slower than the 

number of users, finally some users end up having more privileges than necessary.

If we look again at the GNU/Linux operating systems, the Debian distributions have 

partially solved the problem by adopting an installation model[DP9],[DSMM] in which each 

user is created together with a group of the same name and is automatically 

assigned to it, thus allowing precise and globally accurate management of access 

privileges.

This is an effective way to minimize the probability that a user will be assigned more 

privileges than necessary and even if the namespace of the groups is polluted with 

user names, such pollution is easily discernible and indeed constitutes a resource to 

be used in time to make small optimizations of the privilege level. Certainly such a 

simple criterion can also be applied to the Free Software Directory!

Since the group of Bureaucrats can change the level of privilege of any user, an ideal 

change would be to restrict access to the group of Bureaucrats to an extremely small 

circle of people, typically only those who have the last word in the approval of new 

administrators or, to put it more neutrally, to those whose vote counts at least as a 

play-off vote during voting of important questions.

After doing this, just create a new group for each remaining ex-bureaucrat (ideally 

with a name also containing the name of the account) and assign only a few extra 

privileges to each group.

In case of need this separation of privileges will allow to make extremely fast 

decisions, because it is possible to quickly discover who has the task of doing what: 

who can do one thing has the privileges to do it, while the others do not, even if in 

the hierarchy of the organization are at the same level. This, in addition to greatly 

reduce the likelihood of human errors occurring during administration, makes more 

responsible each administrator and allows the acquisition of new volunteers by 

granting them only the privileges they actually require.

If this conservative way of assigning privileges was once considered ideal, with the 
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high performance of new computers (virtual machines are no exception) this should 

become the minimum standard of security.

I will conclude this chapter with a simple observation, based on the fact that human 

beings vary their behavior and adapt according to the environment around them: 

the strengthening of IT infrastructures does not start with IT systems, but with end 

users. When the IT infrastructure reflects the social hierarchy of end users and end 

users know that the system is specialized in performing their recurring tasks, the 

workflow becomes secure and fast; when the IT infrastructure is chaotic and takes 

into account only the needs of the community without taking into account the 

individual, then the end user will have an unsafe and inefficient workflow.
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THE FORMAL REPUTATION SYSTEM

The following sections describe the reputational system in detail. The description 

follows a mathematical and systematic approach, starting with the formal definitions 

and then moving on to implementation suggestions.

DEFINITIONS

FORMAL REPUTATION SYSTEM

Software for the systematic analysis of the social structure of the organization.

STAND-ALONE CREDENTIALS

A pair of credentials, independent of other IP-based services (such as web services 

or IRC), optionally accompanied by a third credential that allows multiple types of 

access.

REPUTATIONAL SYSTEM USER

User with an account and a unique profile in the formal reputational system.

REPUTATIONAL SYSTEM BANKER

Reputational system user with a privileged account.

REPUTATIONAL SCORE

The reputational score "s" is a variable defined as follows:

N0 = {0, …, ∞}; K = 101
const(_) | const(x) = T IFF x is a constant value 
during runtime

s | s  ∈ N0  ∧ (s ≤ K  ∧ const(K))

This value - always between 0 and the particular prime number 101 - indicates the 

user's reputation according to the opinion of the community.
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PURPOSE

Accepting new volunteers and assigning user privileges over time requires keeping 

the opinion of the whole community in mind. Only a small part of the visitors want 

to dedicate themselves to volunteering and an even smaller part can support the 

weight of an administrative role. Also, in real-time services accessible remotely (like 

IRC), one must take into account that only a small fraction of users have the 

opportunity to participate on a daily basis, of which only a subset in time zones used 

by majority of users. This makes lasting social relationships difficult to sustain.

This is why we need a method to enhance the commitment of individuals to the eyes 

of the community and this method must be as independent and neutral as possible, 

both with respect to users and administrators. In short, the IT infrastructure must be 

so specialized that it allows all users, at any moment, to realize if the actions of other 

users are appreciated by the majority: human beings tend to imitate each other, so if 

everyone declare respecting a specific individual, new users will tend to associate 

themselves, wishing to respect and be respected.

Achieving this goal requires the creation of an independent loyalty system.

The Formal Reputation System is an independent software collection that mimics 

and analyzes the social structure of the Free Software Directory2. By extension, 

anyone who wants to work long-term for directory maintenance can participate, 

regardless of its role in the organization. Volunteers, employees and frequent users 

can participate with permission and under the supervision of the administrators, 

becoming official members of the Free Software Directory.

The concept is simple: if you have an account in the Formal Reputation System you 

are officially a member of the Free Software Directory.

STRUCTURE

The system is based on access encrypted by secure shell to a remote virtual 

2 This system does not replace the existing social order but extends it, improving it and giving it a universally 
recognizable formal value. Although the software is very simple, it allows the social order to be re-established and 
immediate decisions taken even after months of inactivity.
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machine. All visitors must log in anonymously with a single command but only 

registered users can upgrade their session with their stand-alone credentials.

The process is of course executed only after the imposition of reduced capabilities 

and through a restricted shell or an equivalent sandboxing system: if there are no 

serious security vulnerabilities in the underlying implementations and at the same 

time in the operating system, no user should be able to compromise the session of 

other users.

Once inside the system, each session has a weak minimum duration3 and an 

extended duration (up to an absolute maximum time4); there are also limits on the 

number of maximum users that can have access simultaneously and on the number 

of connections from certain IPv4 classes. There is also an aggressive performance 

optimization that temporarily suspends sessions while the user thinks about what 

command to give, thus allowing to have many active sessions in pseudo-parallelism 

on single-core hardware architectures.

Through these measures (which are imposed transparently on all users and visitors) 

all users can have a good UX even with reduced hardware resources.

The frontend of the Formal Reputation System consists of a series of simple text 

menus that can be used without the need for a mouse and even a screen. As the 

menus are produced directly by the server (in the manner of the old BBS), power-

users are free to use friendlier abstractions on the interface or automated tools to 

extract data from the system.

Each menu can lead to another menu, a form or a page with a report of the required 

data and all these features require only textual interaction. Each element of the 

interface has a maximum time to be produced, after which (timeout) the user 

automatically returns to the previous menu and can retry; the same thing happens 

when the access rights to a feature have not been granted to the account, so that 

the user's connection persists.

Each element of the interface is based on the [State] OOP pattern[DPEROOS] and strictly 

depends on the real-time state of the database. This is why I thought it appropriate 

3 It is intended that the session can terminate before this term, recovering the occupied resources.
4 This is the maximum time the TCP/IP connection can last before being killed.
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to choose a free and standards-compliant relational database system (RDBMS) such 

as PostgreSQL: the consumption of resources is counterbalanced by the presence of 

SQL extensions that allow the storage of tuples with precise and explicit semantic 

value. In this sense, the database is structured in such a way that the use of generic 

types is reduced to a minimum, at the cost of sacrificing some of the compatibility 

with the classic RDBMS. This organization makes it possible to prevent both human 

errors and security faults in memory management: with the use of TRIGGER / 

CHECK and well-defined columns, it is possible to minimize the attack surface and 

the possibility that programming errors may occur.

The session can end at any time but the changes made by the user remain in the 

database, because the system has memorized them in real time. A crucial element is 

that, since the database is ACID-compliant, it is not possible for a session to leave 

the tuples in an inconsistent state[BDMIL] and the SQL standard provides query 

serialization to prevent corruption of written data[BDMIL1].

SCHEMATIC

In the diagram above, clients ci, cz, cd and cm  (from different time zones) start the 
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sessions Z, m, …, q, I. Access is anonymous (with anonymous credentials, without 

the use of digital certificates) and optional authentication occurs later. An automatic 

backup of the database is performed at regular intervals, even while users are 

connected and without having a significant impact on performance. Rate-limiting is 

imposed by netfilter (iptables) through stateful rules and, later, by the FRS.

ACCOUNT MANAGEMENT

All visitors can see the same information but only registered users can take care of 

their profile through their unique user name, which should be the same as the one 

registered on the IRC network officially used by the FSF. There can not be profiles 

that have the same name, surname, the same country and the same PGP signature 

at the same time.

Users who, during their session, can upgrade their account from user to 

administrator or who directly access as administrator, have privileged write access to 

the database and can freely move reputation points from one account to another. 

They can also delete and add non-privileged accounts or change the privileges of 

another account. Once created, the administrative accounts can be disabled (but not 

deleted without acting directly on the database, always through a dedicated 

procedure), provided that there are at least 3 active administrative accounts.

All administrators (and users) lose at least a reputation point every month and can 

only recover it through another administrator. This operation typically takes place 

during meetings, where administrators distribute points to users and other 

participating administrators. Because administrators can distribute more than a 

single point to each user, the score of users can grow quickly based on merit. For this 

reason the system calls “bankers” the administrators, so that it is clear that in the 

system their role is to reward or penalize users based on merit.

Because administrators cannot add points to their account, an administrator must 

receive points from other administrators to increase their score. There is a special 

account in the system called "Reputation Bank"5 which creates points from scratch 

each month, slightly higher than the total amount of points removed to all users 

5 No one can log in as the Reputation Bank account, which limits itself to accepting or rejecting requests.
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during the month. This is the account from which administrators can subtract points 

to grant them to users and other administrators. Administrators can also use this 

special account to exchange points between two user accounts, for example if a user 

wants to donate part of their points to someone else.

The "Reputation Bank" account also has the characteristic of recording every 

withdrawal and every payment of reputation points in a public register, visible to all 

users. This register contains the name of the banker6 who made the withdrawal or 

payment of reputation points, the date of the transaction, the motivation and the 

amount moved. In this way any banker can reverse any operation even after a lot of 

time has passed.

LIMITATIONS IMPOSED ON ADMINISTRATORS

Bankers can transfer reputation points to and from the "Reputation Bank" account at 

their leisure, but the latter uses a specialized algorithm to decide whether to accept 

or reject requests. This prevents administrators from mistakenly introducing too 

many reputation points into the system and thus prevents a careless administrator 

from having to remove reputation points from the user for no apparent reason.

The way in which the Bank Reputation evaluates the requests is intentionally 

predictable and does not constitute a security measure, but only a comfort for the 

administrators.

The algorithm that the Formal Reputation System uses is based on the progressions 

found in nature and starts with approximate logarithmic values: the newly registered 

user can receive at most one point at a time, but with the passing of the weeks this 

limit becomes 2, 4, 8 up to a maximum of 10. This control is done via hard-coded7 

values (pre-calculated with a CAS system[CAS]), so that the approximation method is 

irrelevant. The following chart illustrates the maximum number of points that each 

account can receive based on its registration date:

6 Please note that this term is just an alias of the term "admin". The choice was made to reduce the perceived 
difference between users and administrators.

7 Only version upgrades can include minor corrections to the series.
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The limit is made so that in case of need a banker can bypass it, leaving however a 

particular track in the log of the Reputation Bank. The system takes into account the 

actions of each administrator and when anomalous behavior is detected (such as 

concurrently granting 10 points to a single user or trying to send an invalid number 

of points) provides dynamic suggestions through text warnings. The system does not 

assume that the banker is competent or wise and acts consequently.

USE OF SCORES

During each meeting, administrators can simply sort the rankings so that users with 

the highest score appear first. The list will contain the basic information to uniquely 

identify each user, such as name, surname, nationality and the (optional) unique 

PGP[PGP] fingerprint.

With this precious list it is possible to know which are the best candidates to receive 

further privileges and possibly export it using a markup language8 to create fun and 

competitive environments.

8 When publishing to support Free Software, I always recommend to use only open standards like XHTMLTM 
1.1[XHTML11] and not technologies like Adobe® Flash animations or Oracle® Java applets, because they tend to limit 
the audience of the published hypertexts and can extend the attack surface of the web browser.
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